How To Set Up Multifactor Authentication for your MACC Microsoft Office
Account

This guide will show you how to set up Multifactor Authentication (MFA) for your macc.edu Office account. You
will be setting up MFA using the Microsoft Authenticator app on a smartphone or tablet using either the Google
Play Store or the Apple App Store. This guide will refer to this as your mobile device.

Step 1 — Signing In: Once MFA requirements are turned on, the first time you sign in you will be prompted
with the following screen. Click “Next” to proceed.
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More information required

Your organization needs more information to
keep your account secure

Use a different account

Learn more




Step 2 — Download the Microsoft Authenticator App: You'll be asked to download the Microsoft
Authenticator App.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator To Download
A r
Start by getting the app p? to yo_u
mobile device,
On your phone, install the Microsoft Authenticator ap go tO Step 3

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

| want to set up a different method

Step 2 — Download the Microsoft Authenticator app: Search for “Microsoft Authenticator” in the App Store
on your mobile device. You'll want to be sure to download the one pictured in the screenshot. The icon is a
person inside a padlock. Tap “Get” to proceed.

Microsoft Authenticator

Proceed to download the
application.




Step 4 — Open and initialize the app: Open the application. Tap “Accept” to proceed. Then tap “Continue” to
proceed.
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Microsoft respects your privacy Help us improve Microsoft Authenticator
We collect required diagnostic data to keep the By allowing us to collect additional non-personal
app secure and updated. This does not include data, you can help us improve the app.
any personal data. You can turn this on or off at any time in the
Settings page

Help improve the app by sharing your app
usage data
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Step 5 — Link your accounts: On the computer, click “Next” to proceed past this screen. On your mobile
device, tap the “Add work or school account” button.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are. — Sign in with Microsoft
M ICrOSOft AUtheﬁtlcator ‘ @ Add work or school account

[Set up your account

Eg Scan a QR code

If prompted, allow notifications. Then add an account, and select "Work or schoel”.

You can get a QR code from your organization or account
provider, such as Microsoft, Google, or Facebook

m Restore from backup
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When you see the QR code on your computer, you'll need to scan it with your mobile device.

Microsoft Authenticator i

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”.

[=] : =] If your mobile
device asks for
permission to use
the camera, allow
it.

‘ Can't scan image? ‘

When prompted to allow notifications, tap “Authenticator” Would Like to
“Allow.” Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.
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Step 5 (Continued): Once you see this screen, your account is linked to the = Authenticator

Authenticator app. — B oo ccu

Step 6 — Test the authenticator: L B )
When you click “Next” on the below screen, you'll receive
an alert on your phone asking to approve the sign in.

Keep your account secure

Microsoft Authenticator

Let's try it out

iﬁpprove the notification we're sending to your app by entering the number
- shown below.
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In the Authenticator app on Are you trying to sign in?
your mobile device, type in chrapatmace s
the number you were given il
in the previous image and
tap “Yes”
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Approved! You've now set up the Microsoft Authenticator app to use Multifactor Authentication!

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

If you have any questions or

need assistance in any part

Notfiation approved of this process, please
contact Computer Services
for assistance.

Microsoft Authenticator
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Help Desk: Ext. 11555




